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Gefahren von 
Big Data und 

Lösungsansätze


Follow                      on




Irritating signs of a new era:

the Information Age




Peer to Peer Money Is on Its Way




From Taxi Stands to Uber






We are in the middle of a 
digital revolution




http://www.photoeverywhere.co.uk/west/usa/california/sunset_oil_rigDSC_4701.jpg


“Data is the new oil”  – Clive Humby



… but models are the new gold



… and participation means social capital!


“AI is potentially more dangerous than nukes.”

Elon Musk (Teslar Motors)










http://www.photoeverywhere.co.uk/west/usa/california/sunset_oil_rigDSC_4701.jpg


“Data is the new oil”  – Clive Humby!
!





Crafting Instruments to Explore the World


 
© Lawrence Manning/Corbis

 

Hand with Reflecting Sphere by 

Maurits Cornelis Escher (1935) 

 
© Lawrence Manning/Corbis

 



Happiness 

GDP 

Gross Domestic Product per capita in 2006, world map. 
Bamse, CC-BY-SA 3.0. Wikimedia Commons. 

Satisfaction with Life Index Map - Map was published in White, A. (2007). A Global Projection 

of Subjective Well-being: A Challenge To Positive Psychology? Psychtalk 56, 17-20. 

New Compasses for Decision Makers


Measure social capital:

Reputation, trust, 
solidarity, compliance, …


Happiness




Mapping Change and Who Causes It


Social Dilemma Problem 
-  Global Warming 
-  (Financial Crisis) 
-  Free-Riding 
-  Tax Evasion 
-  Environmental Pollution 
-  Environmental Exploitation 
-  Overfishing 

Border between Haiti and Dominican Republic




Mapping Resources and Who Uses Them


Could help to avoid shortages and recessions




Vulnerability of European Gas Supply
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Real-Time 

Financial Risk Map




Cascading Effects During Financial Crises


Video by Frank Schweitzer et al.




Risk Maps and Crisis Maps




Spreading of International Tension


Joint work of Thomas Chadefaux and Dirk Helbing




Health Maps: Predicting Disease Spreading


Dirk Brockmann and DH, Science (2013)
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Global Knowledge Production and Consumption




Measuring “Memes” and Scientific Trends
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M. Schich, C. 
Song, Y.-Y. Ahn, 
A. Mirsky, M. 
Martino, A.L. 
Barabasi, DH, 
Science (2014)


Mapping Culture




“Data is the new oil”  – Clive Humby



… but models are the new gold



… and participation means social capital!


Image: Introduction of Internet of Things.  
Retrieved from http://en.wuxi.gov.cn/ 



“Big Governments” – the 
Future?




A. Pentland et al.


Can we know 
everything?




Can we build a Crystal Ball?




And given that 
knowledge 
implies power, 
can one be 
almighty?




Manipulate people’s choices by 
personalized information and 
recommendations?




Would so much 
information 
enable a wise 
king, a 
benevolent 
dictatorship? 



(Model of 
Singapore?)














Cascading Effects During Financial Crises


© Lion TV/422 South PBS 2012. 









Cookies 



















Recorded Future






There are many unintended, 
harmful side effects




Government Trojan Horses












Cyberwar Engagements Seem to Make Everyone 
more Vulnerable






The “Crystal Ball” approach 
doesn’t work well










Financial Crisis




Arab Spring




War in Ukraine




Spreading of Ebola




Why a “Crystal Ball” does 
not work




Exponential vs. Factorial Growth – Implications for 
the Governance of Complex Systems


Data 
volume 

Processing 
power 

Systemic 
complexity 
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Loss of top- 
down control: 
Self-regulating 
systems 

Not enough data to 
take good decisions 

Big Data: 
Evidence-based 
decision-making 



Complex Systems: Limits of Predictability




Cookies 





Dangerous side effects for 
citizens, businesses, and 

politics




Classification Errors Imply Discrimination




Are the Right Kinds of People in Prison?


About 45 million arrests connected with 
war on drugs.

“Too many Americans go to too many 
prisons for far too long, and for no truly 
good law enforcement reason.” 



 
US Attorney General Eric Holder






Country	
   Prison	
  Pop.	
  per	
  100,000	
   Rank	
  

USA	
   716	
   1	
  

Cuba	
   510	
   5	
  

Russia	
   477	
   8	
  

Brazil	
   274	
   46	
  

Mexico	
   210	
   67	
  

Saudi	
  Arabia	
   162	
   90	
  

Spain	
   147	
   104	
  

UK	
  (England	
  &	
  Wales)	
   147	
   104	
  

China	
   121	
   127	
  

Italy	
   106	
   143	
  

France	
   102	
   147	
  

Switzerland	
   82	
   161	
  

Germany	
   79	
   167	
  

Sweden	
   67	
   180	
  

Pakistan	
   39	
   208	
  

India	
   30	
   215	
  

Source: ICPS, 
www.prisonstudies.
org  

Proportion of People in Prisons


Annual death toll by firearms: 32,000

Killed by firearms since ‘68: 1,384,171 
Death toll of all American wars: 1,171,177

http://www.theguardian.com/
commentisfree/2013/sep/21/american-gun-
out-control-porter 




Establishing Safety? Or Filling Budget Gaps?






(Image Source: 
 http://www.tempo.co/read/news/2012/12/18/064448827/Pekerja-Sonia-Mansion-Dapat-Rp-7-Juta-per-Pekan) 



Principle of Secret Vote Has Been Undermined




Wisdom of crowds failing 





"You're already a walking sensor platform… You 
are aware of the fact that somebody can know 
where you are at all times because you carry a 
mobile device, even if that mobile device is turned 
off. You know this, I hope? Yes? Well, you 
should… Since you can't connect dots you don't 
have, it drives us into a mode of, we 
fundamentally try to collect everything and hang 
on to it forever… It is really very nearly within our 
grasp to be able to compute on all human 
generated information.”!
!
!Ira "Gus" Hunt, CIA Chief Technology Officer!



”Mit dem Recht auf informationelle Selbstbestimmung wären eine 
Gesellschaftsordnung und eine diese ermöglichende Rechtsordnung 
nicht vereinbar, in der Bürger nicht mehr wissen können, wer was wann 
und bei welcher Gelegenheit über sie weiß. Wer unsicher ist, ob 
abweichende Verhaltensweisen jederzeit notiert und als Information 
dauerhaft gespeichert, verwendet oder weitergegeben werden, wird 
versuchen, nicht durch solche Verhaltensweisen aufzufallen. […] Dies 
würde nicht nur die individuellen Entfaltungschancen des Einzelnen 
beeinträchtigen, sondern auch das Gemeinwohl, weil Selbstbestimmung 
eine elementare Funktionsbedingung eines auf Handlungsfähigkeit und 
Mitwirkungsfähigkeit seiner Bürger begründeten freiheitlichen 
demokratischen Gemeinwesens ist. Hieraus folgt: Freie Entfaltung der 
Persönlichkeit setzt unter den modernen Bedingungen der 
Datenverarbeitung den Schutz des Einzelnen gegen unbegrenzte 
Erhebung, Speicherung, Verwendung und Weitergabe seiner 
persönlichen Daten voraus. Dieser Schutz ist daher von dem Grundrecht 
des Art. 2 Abs. 1 in Verbindung mit Art. 1 Abs. 1 GG umfasst. Das 
Grundrecht gewährleistet insoweit die Befugnis des Einzelnen, 
grundsätzlich selbst über die Preisgabe und Verwendung seiner 
persönlichen Daten zu bestimmen.” ! ! !(Volkszaehlungsurteil)!



Scott E. Page (2007): The Difference:  
How the Power of Diversity Creates 
Better Groups, Firms, Schools,  
and Societies.  
Princeton University Press. 

Diversity Is Important


Diversity is important 
for innovation, societal 
resilience, happiness, 
collective intelligence




Netflix Challenge: Diversity Wins, Not the Best




Wisdom of 
crowds 
requires 
independent 
exploration 
and then 
integration


Top-down 
and majority 
decisions 
obstruct 
collective 
intelligence








“We cannot solve our 
problems with the same 
kind of thinking that 
created them” 
 
Albert Einstein 

We are often trying to solve 21st century problems with 20th century thinking 



A new approach: Creating a 
Citizen Web for real-time 

measurement 












Privacy and Data 
Ownership




„Planetary Nervous System“ as Citizen Web






Create New Opportunities for Everyone






(Image Source: http://demosite.in/applicationdevelopment.php) 





Cybersecurity 






DonkeyHotey 

on flickr.com. 

CC-BY 2.0. 

Reputation Systems






Crowd Security 



Self-Regulation Works, 

if a Sanctioning Institution is Available


Özgür Gürek, Bernd Irlenbusch, and Bettina Rockenbach, Science 312, 108 (2006)




Empirical Studies of Self-Governance 

Confirm Efficiency, Given Proper Design Principles




Dirk Helbing  (ETH Zurich)
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